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[ngtitucionalni prihlagent u el. zdrojt, webougch

luzeb
g_(_:_l.pid.cz
+ Federativni autentizace L eduGAIN
+ Vzdalen( pristup - Shibboleth The first time

Access through your institution

+ [netitutional Login

Every other time

+ Access through your ingtitution

Access through

i |
J.—'l Cyprus-Rhodes University

2 Add or change institution




Olan na dnesdni gkoleni

*+ Dripomenuti zakladnich pojma, novinky, zajimavosti
+ Sluzby CzechELib k federativni autentizaci

+ Navody edulD.cz, hande-on

+ Obéd

*+ Odpoledni handg-on pro zajemce


http://eduID.cz

Pripomenuti

+ (dentity Provider

+ Service Provider
+ WAYE/DS

+ federace, interfederace



Pripomenuti

+ WAYFlese odkazy
+ Shibboleth (gimpleSAMUphp, Open Athens, ADFS, GSuite, ...

+ SAML (OIDC, OAuth)



Vlagtnogti

+ Jednotné prihladent u el. zdroji a webov{eh gluzeb

+ Prihlagent aétem z domovgké organizace

*+ Mezinarodni standardy, mezinarodni podpora

+ Drihlageni ¢ propojengmi identitami (COIK; De Gruyter)

+ Skupiny napfic organizacemi (eluzby elnfragtuktury CESNET)



Vlagtnogti

+ Autentizace nezavigla na (O adrege

+ Dopliuje ge ge vzdalengm pristupem pres proxy

*+ Dodpora vicenagobngch afiliaci uzivatelt v ramei organizace
*+ Dodpora vicenagobn{ceh afiliaci uzivatelt napic organizacem

*+ Odhlageni - Logout tlaGitko, zavfeni prohlizede



Novinky, zajimavosti

+ Droject AARC (2015-2019) -> FIM4L
+ RA2| (2016-2019) -> Seamless Access

+ hosting ldP - MZK, CESNET, OCLC, Open Atheng



Novinky, zajimavosti

*+ eduGAIN a Open Atheng
+ EZproxy jako Service Provider

+ SWITCH edu-ID

*+ nové kategorie entit REFEDS



Project AARC

+ Authentication and Authorigation for Regearch and
Collaboration

+ 20 partnert, financovano Evropskou komigi

*+ httpg://aarc-project.eu


https://aarc-project.eu

Project AARC

+ Toolkit For Librarieg

+ httpe://aarc-project.eu/libraries/

+ plug-in k [dP pro walk-in &tenare, doporuceni k atributim
k autorizaci, Federationg O, ...


https://aarc-project.eu/libraries/

FIM4L

+ Federated dentity Management for Librarieg
*+ pokraduje v praci projektu AARC
+ mezindrodni pracovni gkupina pri LIBER

+ hitps://fimH.org

*+ zgjemci vitani


http://fim4l.org

FIM4L

+ doporudeni verze [.O

+ hitpe://www.fim.org/Ppage_id=257

*+ doporucent Ll v pripravé


https://www.fim4l.org/?page_id=257

RAZ|

+ Regource Accegs for the 2lat Century

+ https://ra?l.org

+ Doporuceni ke standardizaci zobrazen institucionalniho
prihladent


http://ra21.org

SeamleseAccess.org

+ Coglition for Seamlege Accesg
+ pokraCuje v praci RA2|

+ QEANT Internet2, NIQO, [nternational Asgociation of STM
Publigherg

+ https://geamlessaccess.org



http://seamlessaccess.org

SeamleseAccess.org

+ [mplemetovano u

+ AlP Publighing, ACS, [0P Lublighing, Emerald, Wiley,
Taylor&Francie, Nature, Elsevier Sciencelirect

+ BOOKPORT, E-zdroje UTB

+ QEANT Trugted Certificate Service, ...



Hogting (dP

+ M<K

+ hitps://github.com/moravianlibrary/CPK/ wiki/2.-
Zapojit-se-do-edulD.cz

+ CESNET

+ httpe://www.eduid.cz/cs/tech/ join/hosted



https://github.com/moravianlibrary/CPK/wiki/2.-Zapojit-se-do-eduID.cz
https://github.com/moravianlibrary/CPK/wiki/2.-Zapojit-se-do-eduID.cz
https://www.eduid.cz/cs/tech/join/hosted

Hogting (dP

+ OCLC

+ hitpe://www.ocle.org/en/contacte.htm

+ Open Atheng

+ https://onboarding.openatheng.net



https://www.oclc.org/en/contacts.html
https://onboarding.openathens.net

eduGAIN a Open Atheng

+ eduGAIN
+ regigtrace vghradng preg narodni akademickeé federace
+ Open Atheng
+ regictrace pimo, komeréni sluzba JISC, podpora od EBSCO

+ integrovang proxy



EZproxy jako Service Provider

*+ pro ingtitucionalni prihlagent u el. zdroji podporujici pouze

autentizaci podle (O adresy
+ qoucast doporudeni od projektu AARC
+ moznogt hogtingu u OCLC

+ https://www.ocle.org/en/ezproxy.html



https://www.oclc.org/en/ezproxy.html

SWICTH edu-D

+ celozivotni du(careka akademicka identita
*+ propojené affiliace k univerzitam a knihovnam

+ identita pro prihlagovani ve dugcargke narodni implementaci
Almy

+ https://www.switeh.ch/edu-id/



https://www.switch.ch/edu-id/

Kateqgorie entit REFEDS

+ REFEDS (the Regearch and Education FEDerationg group)
+ Regearch & Scholarship
+ Anonymoug Authorization, Peeudonymoug Authorization

+ Dereonalized



Daldi specifikace REFEDS

+ Acaurance Framework
+ Sirtty
+ Hide From Discovery

* e o e

+ hitps://reteds.org/ gpecificationg



https://refeds.org/specifications

Ochrana soukromi u webov{ch prohlized

+ ochrany proti trackovani uZivatell
+ Apple Private Relay
+ climinace third-party cookieg

+ omezeni URL decorationg

* s oo



Ochrana soukromi u webov{ch prohlized

+ podrobnosti od Heather Flanagan
+ STM webinar 15.7. (zaznam prezentace)

+ https://www.etm-aggoc.org/events/web-browserg-privacy-and-

your-publishing-platform-webinar/

+ [InCommon and GEANT CAMDP Week 2021, 4.10.

+ https://incommon.org/ academy/ camp-meetings/202|-camp-
week/



https://www.stm-assoc.org/events/web-browsers-privacy-and-your-publishing-platform-webinar/
https://www.stm-assoc.org/events/web-browsers-privacy-and-your-publishing-platform-webinar/
https://incommon.org/academy/camp-meetings/2021-camp-week/
https://incommon.org/academy/camp-meetings/2021-camp-week/

Jakub SkoGek

+ Sluzby CzechELib k federativni autentizaci

+ Federativni gutentizace u ERMS CEL g CELUS

+ Aktivace ingti

elektronick e

tucionalniho prinlagova

1 zdroju a sluzeb pro &

+ Ukazky prihlagent

i u predplacengeh

eny kongorci



WAYfleee odkazy v NTK, KNAU UTB

+ Drehled zdroju NTK

+ httpae://www.techlib.cz/ce/2792-e-zdroje

+ ElZ KNAV

+ https://www.lib.cag.cz/eiz/

+ E-zdroje KUTB

+ hitpa://ezdrojek.utb.cz



https://www.techlib.cz/cs/2792-e-zdroje
https://www.lib.cas.cz/eiz/
https://ezdroje.k.utb.cz

Navody edulD.cz

*+ navody k nagtavent federativni autentizace u el. zdroji a u
gluzeb



Navody na strankach edulD.cz

ACM, Annual Reviews, BioOne, BMJ (Journalg

, Learning, Begt

Oractice, Clinical Evidence), Cambridge Journale, EBSCOhogt

(eBooke, EDS), Elsevier Science Direct, Elsevier
Emerald, HeinOnline, [EEE Xplore, [(OPgcience,

Scopus,
JSTOR,

Karger, Metapress, Morgan&Claypool Publighers, Nature,

Oxford University Prege (Journale, Medicine On
OvidSB Proquest (Central, RefWorke), Springer

ine, Reference),

Link,

Taylor&Francig Online, Web Ot Science, Wiley [nterscience,...



Navody na strankach edulD.cz

+ CzechELIB ERMS 4 CELUS
+ Centralni portal knihoven
*+ pablikado, Publi, BOOKIPORT, Levna knihouna

+ automaticke aktivace a SSO via EZproxy



Navody na strankach edulD.cz

+ Google Apps, Microsoft Office 365, Microsoft Dreamgpark,

DokuWiki, Aleph, DigiTool, DSpace, EZproxy, SFX, Port4 el
zdroju



Co pottebujete

+ (dentity Provider
+ Shibboleth, SimpleSAMLphp, ...
*+ regigtrace v edulD.cz

+ regigtrace v eduGAIN via edulD.cz



Typicky poZadované atributy

+ eduPergonScopedAttiliation, Scoped Aftiliation
+ eduPereonTargeted(D, Targeted (D

+ eduPergonPrincipalName, EPON

+ oduPersonEntitlement, Entitlement

+ cn (nebo givenName, en)

+ mall



Nagtaveni autorizace
+ ontity D
+ eduDereonQeoped Mliation
+ member(@[techlib.cz]

+ oduPereonEntitlement

+ urn:mace:direntitlement:common-lib-terme



Pogtupy nagtaveni

+ automaticky (Emerald, Nature, eluzby elntragtruktury

CESNET, EOSC, OpenAIRE)
+ nagtaveni od CzechELib
+ ¢-mailova Zadogt

+ nagtaveni v Admin



Pogtupy nagtaveni

+ WAYFlese odkazy

+ ve zpravé g info k nagtaven ingtitucionalniho prihlagent

*+ podle ndvodu od edull.cz



http://eduID.cz

Navody na strankach edulD.cz

+ http://eduid.cz/ce/tech/howto/sources

+ hitp://eduid.cz/ce/tech/howto/apps

*+ navody pro daldi el. zdroje podle poptavky


http://eduid.cz/cs/tech/howto/sources
http://eduid.cz/cs/tech/howto/apps

Otazky, pripominky, prani?
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