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Typy vysokofrekvencnich dotazu za posledni rok NTK
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Legitimni, ale neoptimalizované crawlery
 Priklad: AmazonBot, Googlebot, pfipadné jini indexaéni roboti.
» Charakteristika: Pristupuji Casto a na velké mnozstvi URL v kratkém Case.

* Problém: | kdyz nejde o Skodlivé utoky, bez spravné spravy (robots.txt, rate limiting) mohou
zpusobit pretizeni katalogu.

Chybné nakonfigurované interni skripty / sluzby
Priklad: Interni monitoring procesu, testovaci skripty, zalohovaci nastroje.

Charakteristika: Casto pochazi z dobrych umyslt (napf. kontrola dostupnosti), ale v ddsledku
chyby nebo neomezeného dotazovani zpusobi DDoS-like efekt.

rv v o

vysvetluji.

Zamérné skodlivé botnet utoky (napf. z Ciny)

«Charakteristika: Automatizované skripty z riznych IP adres, ¢asto ménici User-Agenty, Zadné
dodrzovani pravidel (ignorace robots.txt).

Cil: Nejen NTK — utoky jsou plosné, typicky s cilem zjistit slabiny (napf. oteviené porty,
nezabezpecené API, pokusy o login brute force apod.).

*Problém: Vyzaduje aktivni obranu — WAF, rate-limiting, geo-blokace, behavioralni detekce.
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Pocet pristupu na VuFmd serverz NTK
ssl_access log |

National Library of Technology

Pocet dotazt IP adresa

18149 216.244.66.229
18849 130.0.6723.69
20112 195.113.241.46
20918 66.249.79.8
21565 1.9.0.20
22119 1.9.1.20
26453 1.9.7.20
26491 216.244.66.202
26889 114.0.1823.43
32268 114.0.0.0
34629 1.9.2.20
35902 1.9.6.20
37592 1.9.5.20 -
40937 130.0.6723.116
81178 130.0.0.0 _ |
120190 10.0.12.132 / e
147509 116.0.1938.76
\\ bing-bot g I
/ /



NTK

50°6'14.083"N, 14°23'26.365"E
Nérodni technicka knihovna
National Library of Technology

Nejcastejsi boti navstevujici NTK

Nazvy:

Googlebot, Googlebot-Image, AdsBot-Google, Bingbot, AdldxBot, BingPreview,
Amazonbot, AlexaBot, Amazon, CloudFront facebookexternalhit Facebot
InstagramBot Applebot AppleNewsBot YandexBot Yandeximages YandexVideo
DuckDuckBot Baiduspider Baiduspider-image Baiduspider-news SeznamBot

Twitterbot

Priklady User-Agent stringu:
Mozilla/5.0 (compatible; Amazonbot/1.0; +https://www.amazon.com/bot.html)

facebookexternalhit/1.1 (+http://www.facebook.com/externalhit _uatext.php)



Priklad chybného volani X-serveru
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Zabbix:

vufind6.ntkcz.cz: Interface enplsO: Bits sent

10 Mbps

ast min
740.22 Kbps 447.36 Kbps

eph@aleph24 (a24




Uzké hrdlo Alephu - logovani

Standardni dotaz nalezen v :

2025-03-24 13:02:36 21 [000] [vrb] IN 20250324 130236

ip address: 127.0.0.1 427

request: "/P?op=get-item-
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list&id=STK01000933114&institution=&loaned=&year=&volume=&sublibrary=&patron=&view=full&con_Ing=cze&no_items=&star
t_pos=&sublibs=&collection=&holid=&rest_uri=https://aleph24.ntkcz.cz:8443/rest-dIf/record/STK01000933114/items"

DLF SERVICE: GET-ITEM-LIST

Dotaz na Aleph vir01 — z05 (zaCatek problému)

2025-03-24
2025-03-24
2025-03-24
2025-03-24

03
04
05
06

873
435
80157
120576



Z&mérmné skodlivé botnet ttoky
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Edit Policy

Name @

Type

Incoming Interface

Outgoing Interface

Source

IP/MAC Based Access Control €@

—  Destination

Schedule

Service

Action

Comments

Enable this policy €@

(B Log Violation Traffic

Write acomment...

Deny Crawling Gateway Crawlers

SehGEIGE ZTNA
O any

O any
+

I8 Amazonbot Crawler
3 Amazonbot Crawler 2
I3 Amazonbot Crawler 3
I3 Chinabots 1

@) China GeolP

I Crawling Gateway DataForSeo Ci

2 Google Cloud Platform

& Google Cloud Platform 2

I3 GoogleBot
12 OpenAl gptbot
+
+
@ vufind-vip
+
(@ always
@ ALL
+

v ACCEPT ~ZMsldiV¢

#0/1023

X X X X X X X X X X

Statistics (since last reset)

ID 130

Last used 1second(s) ago
First used 127 day(s) ago
Active sessions 0

Hit count 48,158,925
Total bytes 286GB

Current bandwidth 659 bps

i Clear Counters

Last 7Days Bytes~ IPv4+IPv6~

500 MB

400 MB
300 MB
200MB

100MB

SPU . Software

oB

Additional Information

@& APl Preview
> EditinCLI

® Online Guides

& Relevant Documentation &'

@M Video Tutorials ('

@M Consolidated Policy Configuration (&'

Apr1é6 Apri17 Apri18 Apr19

Apr20 Apr21 Apr22 Apr23
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Name Source Destination Schedule Service Action N... Se Log Bytes Type
B O any -0 any D
Deny Crawling Gateway Crawlers & Crawling Gateway DataForSeo Crawlers @& vufind-vip [@ always @ ALL @ DENY © Disabled 2.86GB Standard
& Amazonbot Crawler
& Amazonbot Crawler 2
& Amazonbot Crawler 3
&) GoogleBot
L Chinabots 1
@ China GeolP
& Google Cloud Platform i -
= Google Cloud Platform 2 Address @) China GeolP
& OpenAl gptbot
el Type Geography
pe— Geography [l China R
Interface O any
| - ) ; References 1
Address T8 GoogleBot
_ Type IP Range & Edit
e | IPRange  66.249.64.172 - 66.249.64.172

Interface O any

References 1 P

& Edit
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NejCastéjsi typy utoku

Flood utok (také znamy jako DoS - Denial of Service utok)

TCP SYN flood: Utocnik posila pozadavky na navazani TCP spojeni, ale neprovadi
odpovéd na potvrzeni, coz zpusobi vyCerpani serverovych zdroju.

UDP flood: Uto&nik posila velké mnozstvi UDP paket(i na nahodné porty cilového
systému, coz zvySuje zatéz a zpusobuje vyCerpani systémovych zdroju.
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Pred prlpOJenlm na web donutl tvy;j strOJ néco spocitat (Proof of work)
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Nasazovanl novych f resem prlklady moznych NTK

| Anubis

https://github. com/TecharoHQ/anubls |

7-Fa|IZBan

~ Open-source nastroj pro preven0| prunikd, ktery monltorUJe Iogy a bIoku1e IP adresy S

podezrelou aktivitou.
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Pripravte se na to ze vase systémy nebudou dostupné.

Pripravte se na to Ze muZete bytl hackuniti.

Pékny den
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